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It’s an attitude. 
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Agenda – Day 1

❖ Introduction

❖ Who are the bad guys

❖ Are you smart enough?

❖ What Cybersecurity Standards are and what they are not

❖ Comparison

❖ Selecting the right framework



Who?



Laws, Regulations, Frameworks, Standards



Under Attack – 2 advisories



Who are the bad guys?



Laws

❖ Federal Information Security Management Act (FISMA)

❖ Children’s Online Privacy Protection Act (COPPA)

❖ Computer Fraud and Abuse Act (CFAA)

❖ Health Insurance Portability and Accountability Act (HIPAA)

❖ California Online Privacy Protection Act

❖ New York State SHIELD Act

❖ Individual State Requirements for Notification

❖ NYS DFS 500

❖ GDPR



Regulations

❖ Regulation S-P (17 CFR §248.30), which requires firms to adopt 
written policies and procedures to protect customer information 
against cyber-attacks and other forms of unauthorized access.

❖ Regulation S-ID (17 CFR §248.201-202), which outlines a firm's 
duties regarding the detection, prevention, and mitigation of 
identity theft.

❖ The Securities Exchange Act of 1934 (17 CFR §240.17a-4(f)), which 
requires firms to preserve electronically stored records in a non-
rewriteable, non-erasable format.

❖ PCI

❖ FTC Health Breach Notification Rule

❖ FTC GLB Safeguard Rule



Case Study

XYX Inc. laws application

❖ FISMA - government contracts?

❖ Medical? HIPAA

❖ Only clinics, insurance, claims 

❖ Children? COPPA?

❖ GDPR

❖ Is EU, Market to EU, trace EU residents (cookies)

❖ State laws for breach notifications



Who are the bad guys?



Who are the hackers?
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Who are the hackers?



Who are the hackers?



Are we bad guys?

https://www.google.com/imgres?imgurl=http%3A%2F%2Flawcfl.mvardigital.com%2Fuploads%2Fgeneral%2FDOJ-H1.jpg&imgrefurl=http%3A%2F%2Fwww.lawcfl.com%2Fpractice-areas%2Fgovernment-enforcement-defense&docid=LxfKBnd6XKDPyM&tbnid=8RzNU0EN53CbMM%3A&vet=10ahUKEwiCmrG-_dXkAhVorlkKHU8BDcYQMwhPKAQwBA..i&w=824&h=274&itg=1&bih=918&biw=1920&q=government%20enforcement&ved=0ahUKEwiCmrG-_dXkAhVorlkKHU8BDcYQMwhPKAQwBA&iact=mrc&uact=8


Why standards?



Standards

❖ Standards are basic recommendations that are very flexible and can be easily 

adapted.

❖ Many organizations are afraid to adapt a standard as they think that they are 

hard or complex and would require them to change their business processes. 

However, standards do not require companies to change their processes. 

Standards do not recommend physical technology or methods as a solution.

❖ We will show some standard techniques to demonstrate how it can be 

implemented in your day-to-day operations.



Frameworks

❖ anything written

❖ PCI?

❖ HITRUST??

❖ Cloud Security Alliance???

https://www.google.com/imgres?imgurl=https%3A%2F%2Fcloudsecurityalliance.org%2Fassets%2Fcsa-logo-rgb-d7231781d0502c297f240bd21d041d4bee45c19b5322e21b5359cb081ecfbb2f.png&imgrefurl=https%3A%2F%2Fcloudsecurityalliance.org%2F&docid=1lQuVbeZ0dmfQM&tbnid=KSxQ0IEXI9faPM%3A&vet=10ahUKEwjvn7nUgtbkAhXIT98KHTsqBsYQMwhgKAAwAA..i&w=500&h=218&bih=918&biw=1920&q=cloud%20security%20alliance&ved=0ahUKEwjvn7nUgtbkAhXIT98KHTsqBsYQMwhgKAAwAA&iact=mrc&uact=8
https://www.google.com/imgres?imgurl=https%3A%2F%2Fs3-us-west-2.amazonaws.com%2Fpaubox-blog%2Fblog%2Fwp-content%2Fuploads%2F2018%2F02%2F26141439%2FHITRUST-CSF-logo-582x450.jpg&imgrefurl=https%3A%2F%2Fwww.paubox.com%2Fblog%2Fhitrust-certification-hipaa&docid=JGiXBAPAYkvT5M&tbnid=8Zwe9PNrgCmdKM%3A&vet=10ahUKEwjdiN7pgtbkAhXIxlkKHWQ5DfgQMwhgKAEwAQ..i&w=582&h=450&bih=918&biw=1920&q=hitrust&ved=0ahUKEwjdiN7pgtbkAhXIxlkKHWQ5DfgQMwhgKAEwAQ&iact=mrc&uact=8


Standards

❖ ISO

❖ NIST

❖ SSAE 18?



Cyber Security standards are industry accepted principals 
with objectives to reduce risks and prevent or mitigate cyber 

attacks.
Most accepted standards in USA:

ISO 27001
Pros: 
• International 
• Certifiable 
• Widely 

recognized and 
accepted

Cons: 
• Procedural 
• Top-down –

executives have 
to buy in 

NIST
Pros: 
• US national 

standard 
• US laws are 

based on NIST 
• Can be adapted 

on a department 
level

Cons: 
• Not certifiable –

self attestation

PCI
Pros: 
• Very active 

standard enforced 
by banks 

• Certifiable
Cons: 
• E-commerce 

specific 
• Not recognized in 

financial and 
manufacturing 
world

SOC
Pros: 
• Concentrates on 

overall stability of 
the company, not 
just security 
controls. 

• Certifiable
Cons: 
• A loose report 

sometimes 
demonstrating an 
opinion

• The report is often 
not in-depth

Standards



They look boring

ISO_IEC_27001_2013(en)_pdfcolor.pdf


ISO structure

1.Context of the organization
2.Leadership
3.Planning
4.Support

5.Operation
6.Performance Evaluation

7.Improvement
8.Annex (Controls)



ISO structure - Annex

1. Information Security Policies
2. Organization of Information Security
3. Human Resources Security
4. Asset Management
5. Access Control
6. Cryptography
7. Physical and Environmental Security
8. Operations Security
9. Communication Security
10.System Acquisition, Development Maintenance
11.Supplier Relationship
12.Information Security Incident Management
13.Compliance



NIST structure



SSAE 18 SOC2

• SECURITY PRINCIPLE: 
❑ ORGANIZATION AND MANAGEMENT
❑ COMMUNICATIONS
❑ RISK MANAGEMENT AND DESIGN AND IMPLEMENTATION OF CONTROLS
❑ MONITORING OF CONTROLS
❑ LOGICAL AND PHYSICAL ACCESS CONTROLS
❑ LOGICAL AND PHYSICAL ACCESS
❑ SYSTEM OPERATIONS
❑ CHANGE MANAGEMENT
• THE AVAILABILITY PRINCIPLE: 
❑ ADDITIONAL CRITERIA
• PROCESSING INTEGRITY: 
❑ ADDITIONAL CRITERIA
• CONFIDENTIALITY: 
❑ ADDITIONAL CRITERIA
• PRIVACY: 
❑ ADDITIONAL CRITERIA



Day 1 take away

1. All standards are mostly the same
2. They look hard but when you understand the structure they

are not complex
3. You need to know the difference to make the right selection
4. They are all good



Exercise

1. What is your first action if you are noticed or notified about a 
security incident?

❑ Eradicate intruder
❑ Check policies and procedures
❑ Preserve artifacts for future forensic

2. Write a case for an appropriate framework for your 
organization. 

3. What do you do if you are breached, possibly 10,000 PIIs
disclosed, and you have users in NY and Alabama



Rate the day

❑ 5. Learned good amount
❑ 4. Learned some
❑ 3. Learned a bit
❑ 2. Learned nothing
❑ 1. Didn’t listen/didn’t care



Day 2

Standards vs Hackers 
and Lawmakers 

Michael Petrov
CEO



Agenda – Day 2

❖ Risks – general facts

❖ 2 Ways of thinking about risk

❖ Risk -> Controls / Controls -> Risk

❖ Common approach

❖ Implementation spiral

❖ Discussion/examples



It is all about 2 things

CONTEXT



Information Classification

FIPS
https://csrc.nist.gov/publications/detail/fips/199/final

CIA factor

https://csrc.nist.gov/publications/detail/fips/199/final


Risk

Problems with SCRM
- It is very important
- No standardization
“Decisions are often made based on individual’s instinct and knowledge of 
conventional wisdom and typical practices” – NIST.IR 8286
- System based approach problems
- Likelihood  Impact Rating
- FAIR
https://www.fairinstitute.org/about

- Risk appetite. “Email service shall be available during large majority of a 24 hour 
period. 

- Risk tolerance: “Email service shall not be interrupted more then 5 minutes during 
core hours”

https://www.fairinstitute.org/about


Simplifying standards 

Select 
Standard

Setup 
Basics

Risk
Control

Selection

Policies
and

Procedures

Implement
Technology

Collecting
Artifacts

Security
Operations

Incident
Management

Audit



SETUP BASICS

❖ Governance

❖ Information and 
system classification

❖ Required laws and 
compliance

❖ Scope



RISKS

❖ Identification

❖ Classification

❖ Management

❖ Policies and procedures



CONTROL SELECTION

❖ Select applicable controls 
from the standard

❖ Review sufficiency

❖ Applicability statement



POLICIES AND PROCEDURES

❖ Documentation

❖ Awareness

❖ Management 
approval



TECHNOLOGY IMPLEMENTATION

❖ Review controls and 
required artifacts

❖ Additional 
implementations 
and compensations

❖ Monitoring and 
review



COLLECT ARTIFACTS

❖ Review controls and 
required artifacts

❖ Additional 
implementations 
and compensations

❖ Monitoring and 
review



SECURITY OPERATIONS

❖ Security Information 
and Event Management

❖ Reviews and SOPs

❖ Escalations 



INCIDENT MANAGEMENT

❖ CIRT operations

❖ Notification

❖ Documentation

❖ Risk correlation and 
measurements



INTERNAL AUDIT

❖ Checkboxes vs self 
continues Due Diligence 
process

❖ Scheduled reviews

❖ Internal Audits

❖ Management reviews



OUR ATTITUDE

Select 
Standard

Setup 
Basics

Risk
Control

Selection

Policies
and

Procedures

Implement
Technology

Collecting
Artifacts

Security
Operations

Incident
Management

Audit



Day 2 takeaway

❖ It is easy when it is structured

❖ It is easy to jump between standards

❖ It is not static, must be alive

❖ It is cyclical 



Rate the day

❑ 5. Learned good amount
❑ 4. Learned some
❑ 3. Learned a bit
❑ 2. Learned nothing
❑ 1. Didn’t listen/didn’t care



Exercise

❖ Create an excel file for information classification

❖ Create an excel file for risk registry

❖ Create an excel file for incident registry



Day 3

Standards vs Hackers 
and Lawmakers 

Michael Petrov
CEO



Agenda – Day 3
❖ Zero Trust

❖ Practical Examples/Suggestions

• Information Classification

• Risks

• Incidents

• Control maturity (forgot to mention)

• Policies and Procedures

• KPIs

• Education management

• Reviews and Audits

• BCP

• Laws and regulations

❖ Specificities of frameworks

❖ Privacy

❖ Funny bouts



Zero Trust (requested by Vince Werling)

https://www.youtube.com/watch?v=tFrbt9s4Fns

Paul Simmonds – HISTERICAL

…ACCESS MANAGEMENT IS REALLY KEY…



Standard, perimeter-based security

Cybersecurity will always challenge you. 
But we will give you the EDGE.  

Office

Applications Active Directory



Standard, perimeter-based security

Cybersecurity will always challenge you. 
But we will give you the EDGE.  

Office

Applications Active Directory

DataCenter



Zero-trust based

Cybersecurity will always challenge you. 
But we will give you the EDGE.  

SalesForce

AWS

G-Suite

SlackGitHub

Anything Else



Zero-trust based

Cybersecurity will always challenge you. 
But we will give you the EDGE.  

SalesForce

AWS

G-Suite

SlackGitHub



Zero-trust based

Cybersecurity will always challenge you. 
But we will give you the EDGE.  

Microsoft AD
Microsoft AD (AWS 
Managed Directory)

Google Directory 
(Google Cloud 
Identity) JumpCloud DaaS OKTA FreeIPA OpenLDAP

G-Suite Yes (GADS) Yes (GADS) Yes (native) Yes Yes Yes (SAML or GCDS) Yes (GCDS)

AWS Yes (ADC or SAML) Yes (ADC or SAML) Yes (SSO-SAML) Yes (SAML) Yes (SAML) Yes (SAML) Yes (SAML)

DropBox Yes Yes Yes (SSO-SAML)
Yes (Dropbox 
business) Yes (LDAP)

Slack Yes Yes Yes (SSO-SAML) Yes (SSO-SAML) Yes (SAML) Yes

GitHub
* Assumes GitHub 
Enterprise Cloud Yes (SAML)

*limited (full ADFS 
required) Yes (SSO-SAML) Yes (SAML, SCIM) Yes (SAML) Yes (LDAP)

Sophos Yes (LDAP) Yes (LDAP)

Yes (LDAP - G Suite 
Enterprise, Cloud 
Identity Premium, G 
Suite Enterprise for 
Education, and G 
Suite for Education) Yes (LDAP) Yes (LDAP) Yes (LDAP)

Comment

Regular EC2 
instance, self-
managed. Need to 
consider availability

Managed by AWS, 
requires additional 
ec2 instance with 
windows for AD 
managament

Secure LDAP only 
with several plans.

OpenLDAP as 
backend

Good support with 
RedHat/CentOS, but 
installation with 
other systems is not 
trivial

Requires Shibboleth 
IdP for SAML

Some features are 
limited (only 5 fine-
grained policied, 
pre-defined object 
locations, no ADFS)

Requires a lot f 
manual 
configuration

Pre-built 
guides/configuratio
ns available

Can run with docker 
containers

Can run with docker 
containers

Limited MacOS 
support

Limited MacOS 
support

HIGHEST level of 
manual work and 
management

Cost

$288 per month + 
EC2 instance for 
management

t2.medium, 
windows 2019 base 
* 2x instances = 
~$94 per month 

Free edition has no 
SecureLDAP + has 
user cap (should be 
enough for Halo, 
since Gsuite is 
purhased, which 
allows free users 
cap extension)

Pro tier - $10 per 
user per month 
(billed annually)

SSO + Lifecycle 
Management = $2 + 
$4 = $6 per user per 
month

* on-demand 
pricing

Cloud Identity 
Premium - $6 per 
user per month

Custom:
Cloud Directory + 
Cloud LDAP + 
SSO(SAML2) = $2 + 
$3 + $3 = $8 per 
user per month 
billed annually



Information Classification

❖ Information classification

• FISP

• FISMA



Risks

❖ Balance, not too big, not too small

❖ Think of $$$

❖ FAIR

❖ Review yearly

❖ Produced analysis for execs, get the to understand risks. 

❖ Measure effectiveness of mitigation

❖ Use risks to discuss budgets. 



Incidents

❖ Link to Risks

❖ Define CIA

❖ Resolution definition

❖ Resolution responsibility

❖ Resolution verification



Policies and Procedures

❖ Version Control – must

❖ Author

❖ Verifier

❖ Approval

❖ View changes

❖ Distribution of changes

❖ Strong language



KPIs

❖ Whatever we cannot measure – we cannot manage

❖ Keep them simple

❖ Report once a year

❖ Keep history of the reports



Vendor Management

❖ Standardize audit

❖ SLA definition

❖ Contractual language



Education

❖ Simple but effective

❖ Select topics

❖ Hard to control



Reviews and Audits

❖ Hard to control

❖ Need tools

❖ Automagical artifacts/Manual artifacts

❖ Define procedure



BCP

❖ RPO

❖ RTO

❖ Maximum time before declare BCP

❖ System definition.



Laws and Regulations

❖ Local laws

❖ Privacy



Compliance in Public Clouds



Moving to Cloud?

1. Code Readiness
2. Configuration Readiness
3. Process Readiness



Code Readincess

OWASP:
https://owasp.org/www-project-secure-coding-
practices-quick-reference-guide/migrated_content

https://owasp.org/www-project-secure-coding-practices-quick-reference-guide/migrated_content


Configuration Readiness

Through 2025, 99% of cloud security failures will be the customer’s fault.

Gartner:
https://www.gartner.com/smarterwithgartner/is-the-cloud-secure/

https://www.gartner.com/smarterwithgartner/is-the-cloud-secure/


Configuration Readiness

CIS:
https://www.cisecurity.org/benchmark/amazon_
web_services/

https://www.cisecurity.org/benchmark/amazon_web_services/


Processes readiness

ISO
NIST
PCI
HITRUST
OSPAR
SOC



Excersise

Create a due diligence list for 3rd party vendors

Develop your dream Cyber Security Program 
Effectiveness report. 



HAJIME!
(Begin!)



Yahoo 2014 Breach
Reason: Spear Phishing   

Intruder: Russia

The hack began with a spear-phishing email sent in early 2014 to a Yahoo 
company employee. It's unclear how many employees were targeted and how 
many emails were sent, but it only takes one person to click a link.

Once Aleksey Belan, a Latvian hacker hired by Russian agents, started poking 
around the network, he looked for two prizes: Yahoo's user database and the 
Account Management Tool, which is used to edit the database. He soon found 
them.
So he wouldn't lose access, he installed a backdoor on a Yahoo server that 
would allow him access, and in December he stole a backup copy of Yahoo's 
user database and transferred it to his own computer.

https://www.csoonline.com/article/3180762/inside-the-russian-hack-of-yahoo-how-they-
did-it.html

Yahoo hacker vs Cybersecurity Standard

https://www.csoonline.com/article/3180762/inside-the-russian-hack-of-yahoo-how-they-did-it.html


Marriot 2014 Breach
Reason: Unknown

Intruder: Possibly China

Rusty Carter, VP, Product Management, Arxan: "In this situation, the attackers had access since 2014 which shows 
that for years they went undetected and were able to access sensitive data about individuals and their travel. This 
attack sheds light on the fact that many enterprise backend systems and databases are vulnerable because they must 
trust the application accessing them. Furthermore, the massive size of this breach further highlights the need for 
regulation to protect consumers. Companies need to protect their applications from tampering and reverse 
engineering attacks if they want to keep (or rebuild) their customers' trust. Key to minimizing the impact and 
likelihood of success is developing strategies that include strong detection and reporting of the health and status of 
applications both inside and outside the company's network."
Ian Eyberg, CEO, NanoVMs: "This breach happened because the underlying operating systems are completely 
broken. The underlying systems - be it Windows or Linux, the two most prevalent server-side operating systems 
today - are broken by design because they predate both wide-scale commercialized virtualization (a la vmware) and the 
"cloud" (aws). They are inherently designed to run multiple programs on the same server which is what allows 
attackers to run their programs on them (like connecting to a database and slurping down 500M records). This 
doesn't have to be the case though - newer operating systems exist that allow you to run only one program on a given 
virtual machine (server) - the one that was designed to run there - not the attacker’s program. Hotels need to start 
looking at preventive measures such as only using single process systems that limit only running the single program 
that was designed to run on a given server thus not allowing attackers to run theirs."

https://www.phocuswire.com/Marriott-data-breach-ex-Starwood-perspective

Marriot hackers vs Cybersecurity Standard

would mitigate a lot of issues

https://www.phocuswire.com/Marriott-data-breach-ex-Starwood-perspective


Equifax 2017 Breach
Reason: Unpatched Apache

The following day, the Department of Homeland Security contacted Equifax, Experian, and 
TransUnion to notify them of the vulnerability. On March 9, 2017, an internal email notification was 
sent to Equifax administrators directing them to apply the Apache patch. Equifax's information 
security department ran scans on March 15, 2017 that were meant to identify systems that were 
vulnerable to the Apache Struts issue, but the scans did not identify the vulnerability. 
The vulnerability was left unpatched until July 29, 2017 when Equifax’s information security 
department discovered “suspicious network traffic” associated with its online dispute portal and 
applied the Apache patch. On July 30, 2017, Equifax observed further suspicious activity and took 
the web application offline. Three days letter the company hired cybersecurity firm Mandiant to 
conduct a forensic investigation of the breach. The investigation revealed that the data of an 
additional 2.5 million U.S. consumers had been breached, bringing the total number of Americans 
affected to approximately 145.5 million. Equifax disclosed in the same announcement that 8,000 
Canadians had been impacted and stated that the forensic investigation related to UK consumers 
had been completed, but did not state the amount of UK consumers affected. A later announcement
from Equifax stated that the data of 693,665 UK citizens were breached. 

Equifax hacker vs Cybersecurity Standard

Cybersecurity Standard wins

https://www.equifaxsecurity2017.com/2017/10/02/equifax-announces-cybersecurity-firm-concluded-forensic-investigation-cybersecurity-incident/
https://www.equifax.co.uk/incident


eBay 2014 Breach
Reason: Either local disclose or brute force. Employee 

password compromise
Intruder: Syrian Electronic Army

eBay says the credential theft and database access occurred in late February 
and early March of 2014. The reason eBay didn't tell anyone before now, is 
because the company didn't know they had a problem. The unauthorized 
access was only recently discovered (early May 2014). The time between 

discovery and disclosure is rather short, which is a good thing.

Information on eBay was not encrypted. 

https://www.eecs.yorku.ca/course_archive/2014-15/W/3482/Team3_presentation.pdf

eBay hacker vs Cybersecurity Standard

Cybersecurity Standard wins

https://www.eecs.yorku.ca/course_archive/2014-15/W/3482/Team3_presentation.pdf


JP Morgan Chase 2014 Breach
Reason: Remote access to an employee computer/Phishing

Intruders: Russian, Israelian hackers

"Employees often use software to tap into corporate networks from home 
through what are known as virtual private networks," the news report 
states. Chase reportedly has reset passwords used by every technology 
employee and disabled employee accounts that may have been 
compromised.

Since discovering the intrusion, some 200 employees across J.P. Morgan's 
technology and cybersecurity teams have worked to examine data on more 
than 90 servers that were compromised, sources told The Journal. And a core 
team, led by Chase's chief operating officer, Matt Zames, oversaw the bank's 
breach-response strategy, the paper reports. 

JP Morgan Chase hacker vs Cybersecurity Standard

Cybersecurity Standard wins



Capital One 2019 Breach
Reason: Remote attack through misconfigured Web Application 

firewall
Intruders: Paige A. Thompson

Court documents showed that Capital One didn't learn about the hack until July 17, 2019, 
when someone sent a message to the company's responsible disclosure email address with 
a link to the GitHub page. The page had been up since April 21, with the IP address for a 

specific server containing the company's sensitive data. 
"Capital One quickly alerted law enforcement to the data theft -- allowing the FBI to trace 

the intrusion," US Attorney Brian T. Moran said in a statement.  
The GitHub page had Thompson's full name, as well as another page containing her 

resume. Court documents showed that on the resume, Thompson was listed as a systems 
engineer and was an employee at Amazon Web Services from 2015 to 2016. In a statement, 
Amazon said the former employee left the company three years before the hack took place.

https://www.cnet.com/news/capital-one-data-breach-involves-100-million-
credit-card-applications/

Capital One hacker vs Cybersecurity Standard

Cybersecurity Standard lost

https://www.cnet.com/news/capital-one-data-breach-involves-100-million-credit-card-applications/


Rate the day

❑ 5. Learned good amount
❑ 4. Learned some
❑ 3. Learned a bit
❑ 2. Learned nothing
❑ 1. Didn’t listen/didn’t care



Conclusion

We live in a scary world.

Is there a hope?

Maybe!

Here are my sources: 
EDUCATION, KNOWLEDGE, VIGILANCE, 

CURIOSITY


